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ABSTRACT

Recording the provenance of all information changes within a system or integrated systems of systems provides
vital information about the decisions being made and the situations that prompted those decisions. From a
forensics standpoint, this can be used to recreate the decision environment. However, provenance can also serve
two other important functions. The data collected can support integration of components, and the graph data
structure generated can support operator situational awareness through explanation, summarization, and
alerting.

Hybrid warfare will necessarily bring together disparate decision support capabilities as the decision makers
must operate in multiple warfare domains. Autonomous agents will likely play roles in the planning and
execution processes, at times being enabled to make decisions without human intervention, but that human
decision makers must become aware of. Provenance graphs have been shown to be translatable to Rhetorical
Structure Graphs (RSG) allowing agents to explain their actions to humans in natural language and even with
multimodal communication. Provenance has also been shown to enhance the monitoring of plan execution, and
can be used to provide notification to human or autonomous agent that a plan might need to be rethought when
information that was used in the planning has changed. As we move towards intelligent machines working to
support teams of human decision makers in complex environments, the need to track decisions and their input
becomes vital.

INTRODUCTION TO PROVENANCE

Provenance is information about entities, activities, agents, and the relationships between these concepts [1].
This information explains more than what happened, it also answers questions about how the entities were
manipulated, when that occurred, and who was involved in the process. We are likely familiar with news and
fictional stories about tracking the provenance of art works. The provenance of the creation, destruction, or
modification of any entity can be tracked. In this paper, we will focus on the information held within military
systems. Within Command and Control (C2), information provenance is necessary for recording the decision-
making process behind actions, especially when autonomous and artificial intelligence (Al) agents are deeply
involved. The “who” that might be involved in a process may be a human or an Al agent.

Information provenance serves several purposes. Forensically, provenance traces provide the people and agents
involved in making decisions and how data has evolved to get to that decision. The Association of Computing
Machinery U.S. Public Policy Council stated that data provenance is an explicit principle for algorithmic
transparency and accountability [2]. Fully recorded provenance can shed light on data dependencies,
responsibility flow, and help explain why certain actions were taken. As Al and autonomous agents continue to
automate processes, they have become more integral in making critical decisions [3].
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The PROV-DM Model

The Provenance Data Model (PROV-DM) was developed by the World Wide Web Consortium (W3C) and
defines a universal representation of information provenance [1]. Entities are things that can be interacted with
through activities, which are performed by agents. Relationships between the PROV-DM descriptions are used
to model the dependencies and transformations of data as it changes over time. Although the building blocks in
PROV-DM are relatively simple and generic, they can be used to express highly complex system
representations. The PROV-DM is computationally represented as directed acyclic graphs where entities,
activities, and agents are nodes and the relationships between those three core concepts are edges.
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Figure 1 The PROV-DM Model. [1] Used with permission by the author.

Decision Support Based on Provenance

Using this simple model, several capabilities have been demonstrated using a prototype command and control
system. The Intelligent Multi-uxv Planner with Adaptive Collaborative/control Technologies (IMPACT) was
developed to experiment with the idea of allowing humans and Al agents to combine in order to allow multiple
teams of systems with varying degrees of autonomy to be directed from a single workstation. Rather than many
people being used to operate a single unmanned vehicle, several heterogeneous vehicle teams could be managed
by one person [3]. In one set of experiments, IMPACT was enhanced by capabilities developed by allied
countries: some capabilities were integrated within, and some interfaced across system boundaries.
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Figure 2. The IMPACT System.

Within the system (though this can work across system boundaries as well), the information used as part of a
planning evolution is tied to the decisions made through the provenance graph. Examples in our case included
such situations as the environmental conditions favoring one type of asset over another, or where policies
supported the use of one type of asset over another. When these conditions changed during a mission, it was
important to reconsider the plan. With the use of provenance graphs we were able to do that. Changes of
information tied to the plan resulted in either alerts to the user, or when permitted by the user, could result in Al
agents autonomously replanning and changing the missions [3]. In a section below, concerning explanations, the
manner in which the system would inform the operator of such decisions, will be described.

Opportunities for Learning

Collecting data from instrumented systems and building structures such as provenance graphs, affords the
opportunity to develop models for complex analysis. While not yet performed in a military setting, researchers
have demonstrated the ability to classify and summarize complex decision strategies from provenance. In [4], a
provenance graph kernel is learned and utilized to accomplish these tasks. By observing data over time, an
algorithm is able to learn models of different decision strategies. One can then ask the system the question of
what decision strategy was used for a particular operation. Similarly, through either this technique or through
graph analytics [4, 5], one can develop summaries of large portions of provenance to provide insight into the
overall activity of a system or systems.
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SUPPORT FOR HYBRID OPERATIONS

Information Across System Boundaries

One of the first instances of PROV-DM serving the information integration of multiple disparate systems, was
demonstrated in the Atomic Orchid project in the United Kingdom. Consisting of several different university
teams, the project developed command and control capabilities for disaster relief operations [6]. Provenance was
used to track the directions of heterogeneous teams of humans and autonomous air vehicles. It was also used for
tracking the intelligence analysis using crowd-sourcing. Where system boundaries occur, the opportunity to track
decisions without intrusive system changes is presented through a set of provenance instrumentation tools.

A later version of those tools was used for IMPACT [3]. However, the enhanced Allied IMPACT (AIM) utilized
capabilities outside its boundaries developed by other nations [7, 8]. One such boundary was between
IMPACT’s plan monitoring capability and a policy tracking capability (COMPACT) developed by the United
Kingdom’s Defence Science and Technology Laboratory. COMPACT was able to provide predictions of policy
violations in a battlespace where policies might change and where systems might not perform exactly as
planned. When COMPACT altered information concerning policy compliance, the AIM plan monitor could be
re-evaluate the performance of the vehicle relative to the new mission parameters. Because it was permitted by
the operator to do so, it would automatically initiate a new planning process, and further utilize a task manager
[9], to cause changes in vehicle tasking. All of this would be further tracked in provenance allowing visibility
into what agents and processes were used to effect changes in the mission.

Explanations Tied to Knowledge

The IMPACT experiments demonstrated that in a complex environment, balanced use of autonomy within the
command and control system allowed the human to manage the scenario and maintain situational awareness [3,
9]. In order for that to work, the human decision-makers needed to be informed when the autonomy made
decisions®. Speech was chosen as the preferred method for this communication. The system was acting in some
ways as a teammate and this was a natural mode of communication for the scope of the decisions being made
(e.g., deciding to add a resource to a mission due to a deficiency in a plan currently being executed).

To affect this, we utilized the fact that the provenance trace formed a graph, and that the Australian Defence
Science and Technology Group had developed a speech generation capability based on Rhetorical Structure
Theory which also utilized graphs [13]. Rhetorical Structure Graphs provide a knowledge-graph like capability,
but where nodes are associated with multimedia elements. The capability can actually support providing a
multimedia presentation which was utilized in the exercises, but which we did not fully utilize through the
translation of provenance. We did however generate speech using it. By translating provenance into this richer
graph structure and utilizing some of the knowledge associated with the richer graphs, the system was able to
announce using speech the decisions that were made and the reasons for those decisions referencing the events
and information that drove them. The knowledge in the graph could be used to provide as much background as
needed through connections to doctrine or policy that had nodes and relations available through the graph.

! The operator was able to control what decisions the autonomy was allowed to make and under what conditions utilizing a construct
known as a working-agreement.
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Figure 3. Rhetorical relations assigned to multimedia elements. [12]

Coalition Information

Current research is being conducted on developing provenance information in a distributed network under
intermittent communications. The canonical scenario is a set of autonomous systems is operating along with a
command and control node that has a human operator. At each time step, the systems might be able to
communicate with a different subset of the participants. When they can communicate, they transmit their
provenance graphs. This allows them all to know what decisions each have made.

Each system has a planner, and through reconstructing the decision environment of a peer can verify that a
decision would be appropriate. This can be utilized to evaluate whether or not a member of the network has been
corrupted or an attack has occurred resulting in a bad actor being present.

Experiments have been performed utilizing block chain algorithms [14] and algorithms specifically designed for
corroboration of provenance [15]. With these approaches, the participants of the network vote on reasonableness
of the change utilizing their planning algorithms and their trace of the provenance to decide if a change should be
allowed in the provenance as suggested by a participant. This is work in progress and only preliminary results
have been achieved.
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SUMMARY

Hybrid operations by their very nature will involve a diverse set of systems and information. Humans will be
making decisions throughout the network as will Al agents. At the very least this implies a critical task of
tracking the decisions made and the contexts in which they were decided. Fundamentally, that is what the
provenance graph does. It represents the complex array of decisions and the information environment, within
and across systems. But there may be multiple ways to record provenance. This paper argues that the PROV-DM
graph structure provides the opportunity for a rich set of capabilities to be developed.

From a forensic point of view, the information is available utilizing the provenance graph. One can query to
learn who decided what, using what information. Was it a human or an Al agent that made the decision? Who
provide the authorization either for the action or the autonomous behavior?

Further, the provenance graph provides opportunities for capabilities during operations. One of the most
interesting is the ability to explain to humans what the autonomy has done and why. The linkage between the
provenance graph and rhetorical structure graphs, provides a mapping from observation to knowledge that can
come from doctrine and from learning. Using rhetorical structure theory to then generate natural language
provides the information during operations in a form that is obtainable for humans.

Not only can provenance track the decisions made by Al that might have models developed through machine
learning, but machine learning can be used on the provenance itself. Insight can be gained by classifying
decision processes, summarizing the graphs, and extracting metrics. These can deepen our understanding of how
a dynamic complex organization of agents, human and artificial, are performing.

Finally, we have the possibility of utilizing provenance to aid in the construction of more global information
developed in distributed intermittent communications settings. Utilizing corroboration algorithms, we may be
able to identify faults or attacks on a dynamic network of forces and systems that will be required for hybrid
warfare.
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